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Power LogOn:
Flow chart for user and administrator managed logon entries
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Power LogOn:
Data flow and security

Active 
Directory

* SSL (configuration option)
* Comm. protocol (TDES, install.-specific)
* Logon credentials (TDES, card-specific)
* Challenge-response (TDES + random no)
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Logon credentials, TDES encrypted
( card serial number derived keys )

Provisioning System
(3rd-party, optional)

Interfaces: 
RPC, ODBC, LDAP
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